Conflict and Cooperation in
The range and complexity of modern security dilemmas are myriad: terrorism, identity theft, fiscal instability, and international relations, to name a few. Landing front and center is the relatively new cyber realm that has yet to be defined, yet demands some form of structure. In this wide-ranging anthology that encompasses expert viewpoints from military, civilian, and private sector contributors, the editors seek to provide a broad framework of issues to be considered. Rather than provide definitive answers (all of the contributors readily admit that none exist), the contributors state that in order to attain the right answers, we must first ask the right questions. Over the course of the book, the authors put forth a common set of concerns to frame the issue at hand.
The cyber domain is one that is still developing and the writers examine this new paradigm through the prism of how to collect information or prevent it, depending on the national security viewpoint. The cyber field encompasses commerce, diplomacy, social networking, governmental monitoring, military systems, academia, and information propaganda, to name but a few. Viewed within this context, cyber is an anti-U.S. tool that rogue nations, criminal networks, and terrorists have at their disposal. Conversely, the U.S. can also use that same tool against its adversaries.
Woven throughout these dilemmas are the complex legal frameworks that accompany cyber policy and strategy. The U.S. Government and its intelligence and military infrastructure must also work alongside private industry (who owns over 80% of America's critical infrastructure) on the difficult issues of how to develop legal and policy solutions to protect the nation in cyberspace. At the same time, legal complications arise when trying to define how to limit government and regulatory interference in a privately owned and operated domain, while trying to protect it from cyber criminals. Thus far, the U.S. Air Force (USAF) has been on the cutting edge of cyber doctrine and has made the most progress in defining "the way ahead" for cyber doctrine.
Within this framework, the authors recommend a national and international effort to develop common cyber definitions and lexicon. In so doing, all parties involved would have a standardized framework within which to proceed (at present there are many definitions of "cyberspace," all of them contingent on the organization defining them). As cyberspace is part of the nation's critical infrastructure, it takes on added importance in how to protect and defend it. As a military weapon, it is part of the warfighting domain as well.
